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Abstract:

All the digital signature schemes in wide use today (RSA, DSA, ECDSA) will become inherently
insecure with the advent of universal quantum computers. Hash functions, on the other hand, are
expected to be much less affected. In this talk we will discuss the BLT family of digital signature
schemes built from hash functions and a supporting server component with blockchain-like
properties. For two members of the family, the server support comes in the form of a hash-then-
publish time-stamping service that can be viewed as the primordial blockchain from 1990s. For the
third one, the server infrastructure is more in line with modern blockchain architectures. We will
cover the basic architecture of the schemes and compare their performance with major competitors

(XMSS and SPHINCS), and touch on our latest research in machine-checked security proofs of
BLT.
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